The data protection
landscape has greatly
changed over recent years,
and in the last few months
the rules surrounding
international data transfers
have been no exception.
---

INTERNATIONAL
TRANSFERS WHERE ARE WE
NOW?

What does the recent EU
adequacy decision mean
for your company
What might the recent EU
adequacy decision mean
for your EU and non-EU
clients?

Following the departure of the UK from the EU, the issue of
international data transfers came to the fore as transfers to and
from the EU became transfers to a ‘third country’, requiring either
an official decision of the relevant authorities that the destination
provides adequate protection for personal data or an ‘appropriate
safeguard’ to be put in place before transfers of personal data
could take place, unless one of a limited set of ‘derogations’
(situation-specific exemptions) applies.
In addition, the ‘Schrems II’ judgment from the Court of Justice of
the European Union (CJEU) not only declared the EU-US Privacy
Shield framework to be an insufficient data transfer mechanism,
but also cast doubt on the ability to use Standard Contractual
Clauses (SCCs) – the most commonly-used ‘appropriate safeguard’
– to make compliant transfers to the US and other countries that
are not deemed adequate by the European Commission.
Happily, these issues have been partially smoothed out:
In the past week, the European Commission has published an
adequacy decision that UK data protection law offers an
adequate level of protection for data transfers from the EU to
the UK (see Commission adopts adequacy decisions for the UK
(europa.eu)).
A new Schedule 21 to the Data Protection Act 2018 states that
personal data transfers from the UK to the EEA, Switzerland
and Gibraltar are covered by adequacy regulations, and
therefore no further appropriate safeguards or derogations are
required for such transfers (see Schedule 21, Part 3, Paragraphs
4 and 5 in The Data Protection, Privacy and Electronic
Communications (Amendments etc) (EU Exit) Regulations 2019
(legislation.gov.uk)).
The European Commission has published a new set of SCCs
which should help to lay to rest some of the thorny issues
raised by Schrems II (see European Commission adopts new
tools for safe exchanges (europa.eu)).
Nonetheless, it can be complicated to work out how to make
international personal data transfers in a compliant manner. With
this in mind, we have put together a FAQ guide to assist with
understanding and navigating international data transfers in a
post-Brexit, post-Schrems world.

What does the
recent EU
adequacy decision
mean for my
company?

The EU adequacy decision means that UK data
protection law has been deemed to offer an equivalent
level of protection to personal data as that offered under
EU GDPR and therefore transfers of personal data from
the EU to the UK can occur without data transferers
needing to put appropriate safeguards in place or rely on
a derogation.
Coupled with the fact that transfers of personal data to
the EEA are covered by adequacy regulations under the
Data Protection Act 2018, this should make for a free flow
of personal data to and from the EU to the UK, subject, of
course, to companies complying with the UK GDPR and
EU GDPR as appropriate.
However, do remember that if your company’s
processing activities are linked to the processing
activities of a company in the EU (such as an EU-based
group company, partner or client) or if you are offering
goods/services to data subjects in the EU (or monitoring
their behaviour) then you will need to comply with EU
GDPR as well as UK GDPR. Therefore, if you transfer any
personal data collected via these processing activities
onwards to a third country, you will need to comply with
EU GDPR data transfer rules as well as those contained in
UK GDPR. This is discussed in more detail on the
following pages.

What might the
recent EU
adequacy
decision mean for
our EU clients?

What about our
non-EU clients?

What are 'UK
adequacy
regulations'?

The decision should mean that EU clients are
more comfortable with transferring personal
data to organisations in the UK and avoids the
need to use appropriate safeguards such as
Standard Contractual Clauses or rely on a
derogation for those transfers.

Unless your non-EU clients are involved in
transfers of personal data between the UK and
EU, it is unlikely that the recent adequacy
decision will affect them.
However, if providing services to your non-EU
clients involves transferring personal data from
the UK to a non-EU country then, unless the
destination country is covered by UK adequacy
regulations, you will need to put appropriate
safeguards in place or rely on a derogation for
such transfers.

UK adequacy regulations are regulations that
provide for a particular international transfer
destination as being assessed as providing
‘adequate’ personal data protection. These
destinations include all countries that received
adequacy decisions from the European
Commission before Brexit, including e.g. New
Zealand, Switzerland, Jersey, Guernsey, Isle of
Man, Israel and Japan. These are set out in
Paragraph 5(2) of the new Schedule 21 of the
Data Protection Act 2018 (see The Data
Protection, Privacy and Electronic
Communications (Amendments etc) (EU Exit)
Regulations 2019 (legislation.gov.uk)). The UK
government can issue its own adequacy
decisions as it sees fit and seems keen to get on
with this quite quickly in respect countries it sees
as key trading partners.

What are
appropriate
safeguards?

Appropriate safeguards are measures taken by a
controller or processor to protect personal data
that is transferred cross-border. They are required
when the data transfer destination country is not
covered by adequacy regulations (under the UK
GDPR) or adequacy decisions (under the EU
GDPR).
Appropriate safeguards include:
Legally binding and enforceable instruments
between public authorities.
Binding corporate rules (BCRs).
Standard Contractual Clauses (SCCs)
Approved codes of conduct and certification
mechanisms.

What are
standard
contractual
clauses (SCCs)and
will they apply to
my business?

Standard Contractual Clauses (SCCs) are
standard data protection clauses for the transfer
of personal data to countries that do not provide
adequate personal data protection, recognised or
issued by a relevant data protection authority,
which can be entered into by data exporters
(parties sending personal data) and data
importers (parties receiving personal data). They
are essentially a contractual solution, and are
usually incorporated into the main services
agreement between the parties as a schedule or
addendum.
SCCs are just one of several different appropriate
safeguards, so businesses do not have to use
them, however, in practice they are likely to be
the most straightforward transfer mechanism for
a company to use if one is required.
The SCCs impose contractual obligations on both
the data exporter and the data importer which
help to protect personal data when it leaves the
UK or EEA and the protection of the EU/UK
GDPR. They also contain data subject rights
which can be enforced directly against the data
importer & data exporter.

What are
the EU
SCCs?

The EU SCCs are an appropriate safeguard under the EU
GDPR. The European Commission has recently published a
new version of these (see Commission adopts adequacy
decisions for the UK (europa.eu)). The EU SCCs take a
modular approach allowing for the clauses to be used in
different transfer situations and they have been created to be
GDPR compliant (unlike the previous set which were
published before GDPR came into force) and try to address
the issues raised by the Schrems II CJEU judgment.
The EU SCCs will only apply if EU GDPR applies, (i.e. if the
relevant processing is linked to the activities of a data
controller or processor based in the EU or to offering
goods/services to data subjects in the EU (or monitoring their
behaviour).
Even if EU GDPR does apply, EU SCCs may not be required –
either a) because an adequacy decision is in place for the
destination country or b) because EU GDPR also applies to
the recipient (see below).

If I have SCCs in
place will that
make my
international
transfer
compliant with
data protection
law?

Possibly. Before you can rely on an appropriate
safeguard like the SCCs to make an international
data transfer, you need to carry out a risk
assessment to check whether data subjects of
the data which is being transferred will continue
to enjoy an equivalent level of protection as that
provided by UK data protection legislation
(and/or EU data protection legislation if relevant).
If your risk assessment finds that the SCCs do not
provide that level of protection, then you will
need to look at putting in place additional
measures to safeguard the transfer.
(See the European Data Protection Board’s
guidance on this: Recommendations 01/2020 on
measures that supplement transfer tools to
ensure compliance with the EU level of
protection of personal data | European Data
Protection Board (europa.eu))

Will my organisation need to use
both UK SCCs and EU SCCs?
It is possible that organisations will need to use both UK SCCs and EU
SCCs for the same data transfer.
For example, a UK based business provides services to data subjects in
the EU. It wants to transfer the personal data of its clients to a
company in the US. Since it is a UK based company, it will need to
comply with UK GDPR. Since it is providing services to data subjects in
the EU, EU GDPR will also apply. Therefore, the international data
transfer rules contained in both UK and EU GDPR will apply, and one
way to help ensure that the transfer of personal data is adequately
safeguarded is to put in place EU and UK SCCs.

What about if the EU GDPR also
applies to the organisation I am
transferring to?
IThere is a growing consensus that the EU SCCs cannot be used for the
transfer of personal data where the receiving party is also subject to EU
GDPR. This is because SCCs are put in place to ensure that transferred
personal data is protected to the same extent that it would be under
GDPR, therefore, if a receiving organisation is already subject to GDPR
then received personal data should not need further protection.
However, this interpretation has not been confirmed by the European
Commission or European Data Protection Board.

For further information
on international data
transfers or if you would
like some assistance with
ensuring that your
organisation’s data
transfers are made in line
with data protection
legislation please contact
one of our data
protection specialists
here.
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